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In recent years both criminals and members of terrorist networks have demon-
strated their ability to acquire weapons' on the Dutch illicit firearms market. These
two types of firearms users are closely linked: firearms have usually ended up in
terrorist hands through the criminal underworld, and many jihadists seem to have
used their (former) criminal contacts to obtain weapons. Little academic or policy-
oriented research is available on how these specific groupings interact in the
Netherlands. There is, however, an interesting body of knowledge on the general
availability of illegal firearms in the country: since 2002 several studies have been
published on illicit firearms possession, use and trafficking in the Netherlands.
These studies were often the result of fruitful collaboration among the Dutch police,
the Ministry of Safety and Justice, and external researchers.

This report addresses the main characteristics and dynamics of the illicit gun
market and describes the (challenges facing the) regulatory and policy framework
in the Netherlands aimed at combating the illicit gun market in general, and terror-
ists’ access to this market in particular.

In the first section we describe Dutch national policy to combat the illicit firearms
market, section 2 discusses the characteristics of the illegal firearms market in the
Netherlands, section 3 specifically deals with terrorists’ access to firearms on the
illegal market in the country and section 4 summarises the most important
conclusions.

| Within the context of conventional arms, our analysis focuses on lethal firearms. In our study we
refer to them simply as ‘firearms’ When reference is made to imitation weapons or non-lethal
firearms, this is always explicitly stated.
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Box 1: Research design

As has already been indicated, a number of relevant studies have been
undertaken in the past years.?2 They are based on empirical data up to and
including 2011. For more recent data we obtained permission from the Dutch
police to study and include the results of the most recent national analysis
of the illegal trade in firearms.? In addition, five key actors from the Dutch
police and the National Public Prosecutor’s Office were consulted to assess

and update the information we had obtained; these are listed in Table 1.

Table 1: Experts consulted

Date and method of
Position response

Chief researcher responsible for analysing the illicit 23/05/2017, email
trade in firearms for the police’s National Threat
Assessment 2017 on Organised Crime

Police director of the National Programme for Counter- = 30/05/2017, email
terrorism, Extremism and Radicalisation

Police Firearms Portfolio holder 14/04/2017, interview
01/06/2017, email

Police project leader for combating illegal firearms 01/06/2017, email

Firearms and Terrorism Portfolio holder in the National 02/06/2017, email
Public Prosecutor’s Office

Our analysis of the current regulatory and policy framework was mainly
based on open-source research reports, internal policy documents made
available for this study, and a face-to-face interview with the police Firearms
Portfolio holder. For the third part of this research (section 3) we drew up a
summary of 25 years of terrorist activities in the Netherlands based on an
analysis of media information and court rulings published on the website
rechtspraak.nl.* A search using the terms ‘firearm(s)’ and ‘terrorism’ resulted

in 61 hits, which were analysed for their content.



1. Regulatory framework and policy

Even by European Union (EU) standards, Dutch firearms legislation is very strict.
Civilian possession of firearms is forbidden, unless an appropriate licence is
obtained. And weapons may only be transferred to others ifan exemption is granted
to both the supplier and recipient.® In this first section we will give an overview of
the regulatory framework and the policy for combating the illegal firearms trade in
the Netherlands.

1.1 Firearms legislation

National legislation governing the trade in, possession and use of firearms and
ammunition in the Netherlands is laid down in two core documents: the Weapons
and Ammunition Act (WWM)¢ and the Weapons and Ammunition Regulations
(RWM).” In addition to the formal framework, the ‘Circular on Weapons and
Ammunition’ is important for the implementation of weapons-related legislation:
it provides general information about the implementation of the WWM and RWM
in its Part A;® and contains instructions from the minister of security and justice to
the chief of police and the Central Department for Import and Export about the
policy to be followed in the implementation of the WWM and RWM in its Part B.°

In the Netherlands, the possession of a firearm is not a right, but a privilege.
Hunting, membership of a sports shooting association or the need for firearms to
perform police/armed services duties are the only legitimate reasons for the pos-
session of a firearm. Firearms licences are issued under strict conditions that,
among other things, include the characteristics of the person (criminal record;
mental health) and the safe storage and transportation of firearms. Also, the pos-
session of firearms that look like something other than a firearm (so-called dis-
guised firearms) is prohibited, as well as of imitation weapons, to the extent that
they do not fall under the European toy directive. The possession of an airgun can
also be an offence, if the conditions for use are not met or if it looks like a real
firearm in terms of its shape and dimensions.

While the country’s firearms legislation is considered to be restrictive, some in the
Netherlands consider sentences for the illegal possession and trade of firearms as
relatively lenient when compared to other EU member states.® However, this must
be qualified by the fact that it is difficult to compare prison sentences because
regimes for early release may differ substantially. In the Netherlands, convicts are
obliged to serve at least two-thirds of their sentence. The maximum sentence for
participation in the illegal trade in firearms, without any aggravating circumstances,
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is a maximum prison sentence of eight years or a fifth-category fine * (which was
fixed in 2017 at a maximum of €82,000).* The maximum sentence for the illegal
possession of a firearm without proof of legal trade is four years or a maximum fine
of €82,000.2 According to the national consultations of the chairmen of the
Criminal Law Sectors of the Courts of Appeal and District Courts (LOVS), the
maximum sentence for ‘simple’ firearms possession is almost never imposed in
practice. On average, the LOVS observes that judges impose sentences of nine
months’ unconditional imprisonment for the possession of an automatic firearm,
six months for a riot gun and three months for a lethal pistol, revolver or rifle.! On
average, a sentence of four months unconditional imprisonment is given for the
concealed carrying of a firearm, while the illegal possession of gas, alarm, air or
imitation guns generally results in fines of between €170 and €550.* The LOVS lists
the following aggravating and /or mitigating factors: whether the firearm is loaded,
is fitted with a silencer, is stored within reach in a vehicle, is carried in public, is
carried (or transferred) at an airport or on board an aircraft, whether there is live
ammunition that has been converted so as to cause even more serious injury than
ordinary ammunition, or whether or not the firearm could be easily reactivated.®

1.2 National policy and law enforcement agency
cooperation to combat the illegal firearms market
and terrorists’ access to this market

In the Netherlands, various agencies are involved in tackling the illegal possession
of and trade in firearms: the police, the Royal Netherlands Military Constabulary
(KMar), Customs, the Public Prosecution Service (OM), the Dutch Forensics Institute
(NFI), the National Coordinator for Counterterrorism and Security (NCTV) and the
Ministry of Security and Justice. These agencies work together in the national
network for controlling illegal firearms.

The OM leads investigations into the illegal firearms trade and, if necessary, col-
laboration is sought with judicial agencies abroad. Each regional police unit has
weapons and ammunition specialists attached to its forensic investigations team.
Because the Dutch police have relatively few (full-time) detectives, the OM has con-
stantly to decide how to deploy investigative capacities. General investigative pri-
orities are set every four years in a security agenda that is based on the National

| It should be noted that at the time of writing the data referred to on the subject of the WWM was
last updated in March 2012. Furthermore, in many cases firearms are detected in the context of
investigations of other types of crime, such as drug trafficking, and in these cases it is impossible
to assess the extent to which firearms possession contributed to the prison sentences that were
imposed.



Threat Assessment.” The allocation of detectives to investigate specific cases then
takes placeinlocal steering teams that include OM and police representatives.’® The
KMar® regularly carries out mobile control operations on the Dutch border, some-
times jointly with Belgium and Germany.

The General Intelligence and Security Service (AIVD) has the task of identifying
threats to national security,* including the mapping of firearms-related threats
linked to both crime and terrorism, but focusing on preventing situations where
the possession and use of firearms become a danger to national security. If the AIVD
uncovers a possible threat, other interested parties (e.g. the police and the Public
Prosecutor’s Office) are informed in an official report so that they are able to take
appropriate action.

Because of the threat and (potential) impact of possible terrorist attacks using fire-
arms, in 2014 the national coordinator for counterterrorism and security (NCTV)
singled out the reduction of the availability of firearms to terrorists as one of the
priorities in the current action programme entitled Integrated Approach to
Jihadism.?In general, the NCTV wants to reduce the general availability of (illegal)
firearms. More specifically, the aforementioned programme states that the inten-
tion is ‘[to make] it more difficult for the malevolent to acquire attack resources’ by,
among other things, ‘signalling possible preparation activities [more] promptly’.?
For this purpose, ‘the information sharing, investigation and gaining of intelligence
concerning the [attempted] acquisition of attack resources [shall be] intensified,
particularly concerning the availability of firearms in criminal circles and the inter-
mingling of these circles with jihadist networks’.?® As part of this prioritisation, the
NCTYV, in his role of instigator, facilitator and coordinator, has increased the focus
on preventing firearms acquisition.* The NCTV maintains close contacts with the
Firearms Portfolio holder to discuss developments in the approach and supports
the accumulation of knowledge, information, personnel and resources so as to be
able to achieve the prescribed objectives. Such collaboration between the police
and NCTV also occurred earlier in the area of chemical, biological, radiological and
nuclear defence, but is still relatively new in terms of firearms.? The Dutch police
have welcomed the NCTV's targeting of firearms. Dealing with the issue of acquir-
ing automatic firearms from the perspective of potential terrorist use is seen as
essential for a successful approach to the illegal trade in automatic firearms. It gives
extra urgency to the problem, which could allow the issue of the illegal trade in
firearms to be freed from the changing national priorities of the Ministry of Safety
and Justice dealing with organised crime.?

Linked to the above, but also based on concern about criminals’ increasing use of
automatic firearms in the Netherlands, according to a statement by the minister of
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security and justice in March 2017, the national approach to illegal firearms has ‘in
the past two years been considerably intensified at the policy and operational lev-
els’.? Law enforcement agencies now pay more attention to the trade in and posses-
sion of illegal firearms and have improved their information-collecting abilities. In
addition, the police have appointed a national portfolio holder for illegal firearms,
the OM has designated a national public prosecutor to deal with the issue, and a
national network for combating illegal firearms possession has been set up. These
measures have led to an increasing number of criminal investigations and seizures
of caches of firearms and explosives. In short, the approach to illegal firearms has
been improved and in the future will continue to be a priority of the police and the
Ministry of Safety and Justice.?®

Within this context, the police particularly focus on: (1) reducing the number of
assaultrifles that circulate in criminal circles; (2) curbing the flow of illegal firearms
that come to the Netherlands from the Balkans; (3) tackling the influx of firearms or
firearms parts ordered on the internet and coming to the Netherlands by post; and
(4) improving the monitoring of the access to firearms of radicalising/radicalised
people with a criminal profile or who are members of a criminal network.?

Finally, national prevention policy was intensified in 2005 to discourage the acquisi-
tion of illegal firearms or trading in firearms. An example is national campaigns
drawing attention to the prohibition of imitation weapons. Additional initiatives are
local by nature, such as information projects about firearms possession, preventive
firearms controls at schools®® and preventive body searches in areas where there is a
high risk of firearms-related incidents.** An important supporting document for
these initiatives is the Action Plan of 2005 for combating illegal firearms.*

1.3 International cooperation

Dutch law enforcement agencies cooperate with law enforcement services in EU
member states in cases of international firearms trafficking. This includes collec-
tive investigations (as part of joint investigation teams, or JITs) and cooperation
based on mutual legal assistance facilitated by Dutch police liaison officers sta-
tioned abroad. On several occasions information from other countries has led to
major investigations of illegal firearms dealers in the Netherlands.

At the beginning of 2017 around 50 Dutch investigations were ongoing and many
required cross-border cooperation.?* However, in February 2017 two articles appeared
in the Dutch newspaper De Telegraaf with the suggestive headlines ‘Dutch firearms
policy fails™* and ‘English victim of trafficking’.>* Both articles cite two anonymous



sources claiming to be employees of the National Crime Agency. The matter is
extremely sensitive. According to these articles, in 2016 the Dutch Ministry of
Security and Justice was asked on four occasions to tighten firearms policy. The
United Kingdom (UK) is apparently frustrated by the low priority given to dealing
with the issue of illegal firearms in the Netherlands, because it is confronted with
firearms that are trafficked from the Netherlands to the UK. Given that major crime
groups from the Netherlands and the UK closely collaborate (see below), law enforce-
ment collaboration between the two countries is essential to obtain evidence and
tackle these groups. The UK source, however, stated that ‘If a firearm is seized in the
Netherlands, that'’s often the end of the matter. Our and your police services work
together very well, but we notice, according to our contacts, that your police would
like to do more.’ He further stated that in the Netherlands the seizure of a firearm is
all that happens: ‘We trace back the trail and regularly encounter more criminals. If
our services request further information about a firearm, the Dutch police often
cannot tell us anything.” According to this criticism, prioritisation, resources and
authority are lacking in the Netherlands. In response to these articles, the minister
of security and justice denied these accusations in the Dutch Parliament and stated
that the tackling of illegal firearms has been improved since 2015 and that ‘whether
and how the approach can be improved is being constantly assessed. He further
stated that whether more investigative capacity can be freed up would be decided
later in 2017 based on the outcomes of the National Threat Assessment and subse-
quently the Security Agenda.** The Dutch police stated that consultations with the
UK on the matter were as constructive as ever.?” The criticism expressed anony-
mously in the media was neither repeated nor supported by British officials.?®

The Slovakian police and Europol expressed similar criticism of the contribution of
the Netherlands to identifying arms dealers in 2015, in response to arrests made for
arms trafficking from Slovakia. At that time, Europol also had uncovered indica-
tions of regular (‘once or twice a month’) courier shipments of firearms from
Slovakia to the Netherlands. While the Slovakians wanted to identify all the
members of the smuggling operation, the Dutch authorities apparently chose to
immediately arrest three low-level individuals (so-called ‘errand boys’) who were
smuggling a package with components for 35 CZ sub-machine guns.* The case was
concluded within a year by the judge: the main suspect (a Polish citizen) was sen-
tenced to three years’ imprisonment, while his Dutch fellow-suspects were acquit-
ted. Yet at the time of their arrest the three were supposed to deliver the firearms to
a man who would be waiting in a black BMW at a parking lot in Nistelrode. The
police were unable to establish the identity of the man and the destination of the
firearms. A Dutch newspaper reported in the spring of 2015 that this caused annoy-
ance at Europol and among the Slovakian police. ‘It is typical of the way in which
the arms trade is handled in the Netherlands and arises from a consciously
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implemented policy’, concluded a journalist in an editorial.*° To improve interna-
tional collaboration the Netherlands shortly thereafter started participating in a JIT
with Slovakia, Poland, Germany and the UK.# This team achieved good exchanges
of operational information and successful interventions, and is still active.*

Another method to improve bilateral collaboration is the strategic positioning of
police liaison officers abroad. Optimising this network has been given top priority.**
The Dutch police particularly underline the importance of its liaison officers sta-
tioned in Belgrade and Bucharest.*Based onthe BeneluxImplementation Agreement
for Liaison Officers, a Belgian liaison officer is also stationed in Albania who works
for both the Belgian and Dutch police (and the KMar). The western Balkans countries
are generally considered to be important source countries for the trafficking of
assault rifles to the Netherlands. According to a police interviewee, ‘Having police
liaison officers stationed there is extremely important for us, because in these coun-
tries personal connections [characterised by] trust and confidence are essential.’*

Collaboration with international actors such as Europol, Interpol and Eurojust is
subsequently shaped mainly by the participation of firearms experts in relevant
international networks. A ‘firearms info unit’ is positioned as the national focal
point for firearms for the Dutch National Police and also provides information to
the Europol focal point. Furthermore, the Netherlands is one of the co-drivers of the
priority issue of illegal firearms within EMPACT, together with the UK, France and
Belgium (co-drivers) and Spain (driver). The Dutch police appointed one national
firearms expert to monitor relevant developments affecting the Netherlands stem-
ming from EMPACT, the European Firearms Experts Network and the Europol
Firearms Focal Point.*® These various international positions are filled by a total of
four officials, each with many years of experience of the Dutch approach to fire-
arms-related crime. They can all deputise for one another and if necessary can
attend meetings together as joint representatives.

1.4 Main challenges facing national policy to combat
the illicit firearms market in the Netherlands

As explained previously, the Netherlands has extremely strict firearms legislation,
and a licence for a lethal firearm is only issued under strict conditions (solely for
sports shooting and hunting) and after screening the applicant’s criminal record
and mental health status. Because of these restrictions, criminals rely on firearms
that are smuggled into the Netherlands or have been stolen from either licensed
firearms dealers or people who are permitted to own a firearm. The investigative
services give high priority to indications of the illegal possession of firearms.



Intelligence is followed up as quickly as possible and searches are conducted to find
and seize the firearms. However, keeping a record of this process, and further inves-
tigation into the origins of seized firearms and the criminal groups possibly involved
in their trafficking, is far less systematic. A primary cause of this is that specialisa-
tions such as firearms expertise have been increasingly abolished since 1993.

Police firearms specialists now primarily have a technical function. They have been
attached to forensics teams and focus primarily on examining confiscated firearms
and properly describing them. Most of these specialists have little or no access to
relevant investigation information and have excessive workloads that involve cor-
recting reports drawn up by police officers who seized firearms but lack specialised
knowledge. They also become bogged down in record-keeping systems that do not
support them sufficiently in their work. It will therefore not come as a surprise that
figures about seized firearms are currently incomplete and unreliable.

Despite political statements, investigating the firearms trade and trafficking is not
given the highest priority in the Netherlands. This can be largely explained by two
factors. Firstly, the arms trade in the country is a relatively small criminal market
compared, for example, with the production and export of drugs and the import
and transit of cocaine. Secondly, as a consequence of the relatively small scale, the
arms trade is often a sideline for criminal groups that primarily focus on other illicit
markets. Therefore, policy-makers have assumed that the trade in and trafficking of
illegal firearms are automatically dealt with when other crimes are investigated.

The level of priority that the Dutch police give to firearms trafficking and trade is
mainly determined by external pressure and not by the fact that firearms are neces-
sary tools for members of the criminal underworld. This is reflected in policy priori-
ties. At the start of 2000, firearms were included on the list of investigative priori-
ties, which was confirmed in 2004 based on the outcomes of the National Organised
Crime Threat Assessment. In 2008, however, a new threat analysis did not reveal
major changes in the crime situation, but it was decided that firearms were not a
threat, primarily because trafficking and trade took place on a small scale. In 2012,
based on the latest threat analysis, the minister of security and justice concluded
that illicit firearms were a threat, but for reasons not explicitly stated, decided that
a separate investigative priority dealing with firearms was not necessary. In
response to a number of murders in Amsterdam in which Kalashnikovs were used,
including in a shooting near a primary school, firearms once again became a prior-
ity at the end of 2015. Whether this will remain the case is unclear, particularly
because the most recent figures show that the number of firearms seizures is declin-
ing. On the one hand, however, this may be explained by inaccurate records of fire-
arms seizures; on the other hand, one can question whether such figures should be
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the prime criterion for prioritising criminal activities. For example, the number of
firearms says little about possible impact: in the hands of a terrorist even a single
firearm can inflict major harm.

2. Theillicit gun market in the Netherlands
2.1 Estimated size of the illicit gun market

It is impossible to estimate the exact number of illegal firearms in a country. Any
estimate requires assumptions that may be challenged, and wide margins of error
are possible. One assumption (which is used by the Dutch police and in other
Western European countries®) is that law enforcement agencies annually seize
around 10% of the total number of firearms available in the criminal underworld.*
Based on this assumption and detailed data of seizures by the Dutch police in the
period 1998-2000, an estimate was made in 2002 that 10,000-15,000 firearms were
introduced into the Dutch market annually by smuggling and that in total there
were between 85,000 and 125,000 illegal firearms in the Netherlands.* In the same
period the police confiscated 7,170 firearms, of which around 1,200 were surren-
dered voluntarily. However, there are various problems with this estimate. Firstly, it
is unclear whether the ‘10% rule’ actually applies to the Netherlands. Secondly, the
information about the number of confiscated firearms was still incomplete. Thirdly,
the estimate would mean that the cache of illegal firearms is constantly growing at
a high rate, although it is impossible to demonstrate that demand has increased at
the same rate. Fourthly, the number of weapons is not equal to the number of
owners, because key members of organised criminal groups generally own several
(types of) firearms. These and other considerations mean that the number of illegal
firearms could be either higher or lower than the estimates.

In 2005, to supplement the 2002 estimate, a population-specific estimate was made
of the number of illegal firearms owners in the Netherlands.>® This was done using
the capture-recapture method - a statistical method that (with good source data
about the number of seized firearms) can give a reasonable estimate of the scale of
the number of illegal firearms in a particular country. The 2005 capture-recapture
estimate included people who were apprehended at least once in the period 2001-
2003 for the illegal possession of firearms, and who belonged to one or more specific
categories of criminal groups (those who are connected to the illegal drug-traffick-
ing world, who were suspected of carrying out armed robberies and who were born
in the Dutch Antilles). Taken together, the groups selected were involved in around
75% of the total number of registered firearms offences in the Netherlands. There



were 2,093 relevant suspects between 2001 and 2003; of these, 1,977 were appre-
hended once for a weapons-related offence, 105 were apprehended twice, eight three
times, two suspects were apprehended four times and one suspect five times. Based
on the analysis, it was estimated that these three groups together total at least 40,533
people who possess firearms, including both those who had been apprehended and
an estimated figure for those who had not been apprehended.> This supports the
perception, which had also been raised by the previous study, that there are tens of
thousands of Dutch citizens linked to crime who want to arm themselves. The cap-
ture-recapture method such as the one developed in 2005 could not map the degree
to which there was a preference for owning lethal, non-lethal or imitation weapons.
It could not be completely excluded that some suspects used an imitation weapon or
a gas or alarm pistol, for example when a firearm was used as a threat and was sub-
sequently not found; as a result, no technical details on it were available.

Because of the deterioration of the record-keeping system for firearms seized in later
years and the decline in the information available on illegal traders (see below), no
comparable approximation was subsequently made.>* A useful aid for estimating the
scale of the illicit firearms market in more recent years could be provided by the
number of confiscated firearms that are destroyed annually by the Logistics and
Distribution Unit (ULD) of the Dutch police. An application for destruction is linked to
a criminal case for about 2,000 firearms each year (see Table 2). This validates the
assumption that these are firearms that have circulated in criminal circles and have
been confiscated. If we assume that the seized firearms must be replaced, these figures
are the absolute lower limit of demand in the market. In addition, some of the firearms
with a case number may have had a criminal owner - the average citizen does not just
lose a firearm. Furthermore, not every firearm that must be replaced ends up in the
hands of the ULD, for example, criminals who get rid of a firearm after using it.?

Table 2: Number of destroyed lethal firearms linked to criminal cases,

2006-2011
2006 2007 2008 2009 2010 201
Handguns (pistols and 1,999 2,047 1,374 790 1,143 1,655
revolvers)
Rifles, assault rifles and 108 173 126 309 150 436

sub-machine guns

Shotguns and hunting rifles 36 34 40 47 60 166

Total 2,143 2,254 1,540 1,146 1,353 2,257

Source: Boerman and Bruinsma (2012, p. 47)
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2.2 Availability and prices of different types of firearms
2.2.1 Availability

The illegal possession and trade of firearms in the Netherlands mainly involves
pistols. At least half of all lethal firearms seized in the country are of this type (i.e.
between 700 and 1,100 annually). Revolvers are less commonly seized than pistols
(around a quarter of the handguns seized). These data come from the national phe-
nomenon studies up to 2012, but a similar pattern can also be noted in the more
recent data that four police units collected for the National Threat Analysis 2017.

Automatic assault rifles seem to have become more readily available in recent years
and/or have a wider range of customers. After 2012 the number of incidents involv-
ing heavy automatic weapons such as Kalashnikovs increased significantly. Before
that date such incidents were highly exceptional and generally linked to interna-
tionally linked criminal networks. At the end of 2012 this state of affairs had
changed due to a series of murders with automatic weapons mainly related to con-
flicts between cocaine wholesalers.>® In addition, perpetrators increasingly started
to use assault rifles instead of handguns (pistols and revolvers) to commit crimes
such as robberies. For instance, assault rifles were used to keep residents at a dis-
tance during an ATM attack using explosives in Amsterdam.> The developments
resulted in an increase in the number of murder investigations (first mainly in
Amsterdam, but later also elsewhere) and an increase in the number of search war-
rants related to the possession of automatic firearms. Consequently, since 2014
more assault weapons have been seized. The number of automatic firearms seized
in the large cities of Amsterdam and Rotterdam rose from 10-20 per year in 2012
and 2013 to 30-40 per year in 2014 and 2015.% From 2001 to 2010 the share of auto-
matic firearms seized annually in the whole of the Netherlands was on average 4%
ofall seized lethal firearms (around 50 per year). More recent data are unavailable,
but in October 2015 Chief Commissioner Hans Vissers of the Zeeland-West Brabant
Police Unit stated in his role as spokesperson on firearms that ‘an increase can be
observed in the number of heavy weapons, such as sub-machine guns..... In 2013 we
confiscated around 170, in 2014 just over 200, and if the increase continues at the
same tempo, we will perhaps reach 250 this year.’s°

A third observation is that converted gas and alarm pistols remain widely available.
Since the end of the 1990s the trade in such pistols has attracted attention in both
the Netherlands and abroad.®* These are firearms that originally were unable to fire
live bullets, but were illegally converted to make this possible. Converted firearms
are technically less reliable than firearms originally designed to be lethal, but for
this reason they are also much cheaper, and therefore popular. In the Netherlands,



conversions were considered a special subject of interest and this resulted in several
targeted investigations. Data until 2012 indicate that between 100 and 275 con-
verted firearms were seized each year.®> Constructing reliable estimates subsequent
to that year is not possible, but police experts believe it is a stable market.

Fourthly, 3D-printed firearms have not been seized in the Netherlands. In recent
years articles appeared in the media about manufacturing firearms with 3D print-
ers, and the phenomenon was presented as a potential new risk.®®* However, up to
mid-2017 3D-printed firearms have never been found in Dutch criminal circles and
the NFI has not received any such firearms.%

With regard to the countries that produced the seized firearms in the period 2001-
2010, a fairly constant pattern could be observed in 2012: seized pistols mainly origi-
nated from legal factories in Italy, Germany and Belgium; revolvers were mainly pro-
duced in the United States and Germany; the gas and alarm weapons that were later
converted generally came from factories in Italy, Germany and Turkey; and up to 2010
automatic firearms came mainly from the UK, what was then Serbia and Montenegro,
and Russia.® Overall, the conclusion was that this is an EU problem: 75% of the illegal
firearms seized in the Netherlands were produced in EU member states.®® According
to experts, it can be assumed that this picture has not changed considerably in recent
years.®” However, investigations have identified an occasional new type of firearm
linked to European countries of origin that were previously less prevalent: the Czech-
manufactured CZ vz.58. This could be connected to the increased trafficking of deac-
tivated or reactivated firearms from Slovakia (see section 2.3.3).

2.2.2 Prices

The Dutch police have gathered a large amount of information for the period 2002-
2017 on the prices of firearms in the criminal underworld, mainly from investiga-
tion reports and information collected from informers.

In the Netherlands, pistols cost on average €1,000-2,000, while AK-47s are sold for
€1,500-4,500 (including 100 rounds of ammunition). Recycled, slightly damaged
firearms or fake brands are the cheapest.®® In 2008 it was established that converted
gas and alarm pistols had been on sale for at least ten years for €300-500.% More
recent police data and interviews with detainees confirmed these prices.” For spe-
cific Glock pistols the price can go up to €3,000. This observation is supported by
the discovery of a comprehensive price list that circulated in the Dutch underworld
in 2008 and listed virtually all the types of firearms on offer. On this list, an AK-47
was listed at €1,600, which is lower than for some pistols.
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The available data show that prices have remained quite stable over the years. This
same price list was seized during searches over a period of several years in various
criminal investigations.” The picture has not changed since 2012, which indicates
no scarcity of lethal firearms. This observation, in combination with the observa-
tion that more automatic firearms are used and found in criminal circles (see
section 2.2.1), suggests that the market for automatic firearms in the Netherlands
has grown in scale since 2012. In arecent case there even seems to be the suggestion
of a temporary over-supply in the market: Skorpion vz.61 machine pistols were
being offered in sets of ten and for a lower price than previously seen in other cases.
Apparently, this was due to a (temporarily) large stockpile or a new supplier.

Large price differences can be observed across European countries, which makes
the Netherlands an interesting destination and transit country for trafficked fire-
arms. Although the identified prices on the illegal market vary, according to the
Dutch police there are strong indications for classifying the Netherlands (1) as an
outlet for firearms particularly from Serbia (and also from Slovakia); and (2) as a
transit country for firearms destined for the UK. In Serbia, for example, AK-47
assault rifles can be acquired for €£300-350, while in Slovakia they go for €500. The
Netherlands is therefore an interesting market because the same weapon costs
around €500-1,000 more than it would in Belgium. Transit to the UK is even more
interesting. According to the Dutch police, AK-47 assault rifles would cost €3,000-
11,000. These prices were identified in various investigations in the period 2012-
2016, which revealed that weapons were purchased in the UK from the Netherlands
or (telephone) contacts were made between UK arms dealers and individuals in the
Netherlands.” In addition, bartering firearms for drugs can be very lucrative,
because good-quality drugs can be bought cheaply in the Netherlands and sold in
countries where guns are cheap and drugs expensive. Thus, the importance of the
Netherlands as a drug market cannot be separated from its attractiveness as an
intermediate destination for illicit firearms. For Dutch criminals, firearms consti-
tute a valuable asset that can be exported to other countries, but also sold in the
Netherlands, although the latter takes longer because the market is relatively small.
Whatever the case, firearms are durable goods and for this reason are a good long-
term investment. For example, there are rumours that at least one Dutch criminal
bought an entire container of firearms from Belgian firearms dealers who wanted
to get rid of them after Belgian firearms legislation was tightened in the early 1990s.
The police assume that the buyer was able to draw an income from this hidden stock
for at least a decade, in addition to the revenues from his other criminal activities.



2.3 Sources of weapons on the illicit market

The Netherlands does not manufacture firearms. Consequently, illicit firearms
must either be smuggled across the Dutch border, stolen from legal owners or ille-
gally manufactured in the country itself. In practice, the majority are manufactured
legally in other countries and diverted to the illegal sphere at some point.”

2.3.1 Illegal production

Around 5% of the illegal firearms encountered in the Netherlands have never been
legal, and have thus been illegally manufactured at some stage.” Among these
weapons a distinction can be made between (1) self-produced firearms (often hidden
or disguised firearms such as pens with guns built into in them); (2) brand replicas;
and (3) weapons made up of individually acquired firearms parts.

Little is known about the origins of self-made firearms. They seem to be largely the
result of ‘cottage industries’ abroad, sometimes with indications of somewhat more
professionally based illegal workshops. Annually, several dozens of these firearms
are encountered in the Netherlands, mainly during searches and linked to other
firearms finds.”

In recent years Dutch police have also discovered so-called ‘brand replicas’. During
the war in the Balkans the 1990s Croatian manufacturers produced several brands
that imitated real ones (e.g. Uzi, Smith & Wesson); these were also encountered in
the Dutch criminal underworld.” Croatia has a long tradition of brand counterfeit-
ing.” A new trend originating from Croatia are fake ‘R9 Arms’ sub-machine guns.
This type of firearm was seized in the Netherlands for the first time in 2012.7 The
full name of the legal weapon is ‘R9 Arms Corp. U.S.A.””° Possibly this fake branding
is intended to make the gun more attractive to buyers. Most probably they were
built in a small, illegal factory or workshop in Croatia. Until the start of 2014 fake R9
Arms sub-machine guns were only encountered in the Netherlands; since then
there have also been seizures in Germany, Belgium, the UK and France.®

The phenomenon of firearms built up from individual parts has not been observed
in the Netherlands until fairly recently. In recent years in particular, built-up Glock
pistols have been found. In 2014 one such Glock pistol was seized, while in the first
half of 2015 an additional 30 built-up Glock pistols were seized. In these cases,
casings for Glocks have been purchased in Austria via the internet (no permit/
licence is required), while additional components were legally acquired in the
United States. These components were then assembled into a firearm. It is currently
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unknown where and by whom these firearms were assembled. Doing so does not
require much expertise and acquiring the parts is relatively cheap. The casings of
the most popular models (Glock 17 and 19) only cost around €140 in Austria. The
remaining parts cost a few hundred dollars at most in the United States. This means
that a lethal Glock can be put together for a price lower than that of a regular Glock
pistolin the criminal underworld. Although US firearms dealers can no longer send
firearms components to international addresses, it has been observed that people
have all sorts of creative solutions for this, such as shipping under a different name,
sending them via friends in the United States or making use of courier services. The
Europol Firearms Focal Point is investigating this phenomenon.®

2.3.2 Conversion of gas and alarm weapons into lethal firearms

Gas and alarm pistols that can be converted are acquired in countries where they
can be bought without a licence. These firearms are then illegally converted to fire
live ammunition. Converted Italian-, German- and Turkish-made firearms are
encountered in the Netherlands. The first converted firearm to attract attention in
the Netherlands was the Tanfoglio GT28, which was produced in Italy and converted
in the border area of Spain and Portugal, but these conversions slowly disappeared
from the market due to effective enforcement. Since 2007 converted pistols of the
Turkish brand Ekol Tuna and associated types appeared more frequently, as well as
converted German Walther P22 and P99 gas pistols.®?In addition, converted Turkish
Zoraki alarm pistols have been encountered in the Netherlands in recent years. A
significant recent development seems that conversion not only takes place abroad,
but also in the Netherlands itself, although the scale remains unclear.®

2.3.3 Recycling of rejected, malfunctioning, decommissioned or
depreciated firearms

For several years the illicit trade in recycled firearms has been characterised
throughout the EU as a constantly growing market.?* In this context the term ‘recy-
cled’ means that rejected, decommissioned or malfunctioning firearms are made
useable. Often these are discarded police or army weapons, for example, the fire-
arms arsenals of these services had been modernised, after which the old weapons
were sold legally as decommissioned ‘decorative firearms’ or converted into alarm
weapons. In the Netherlands old pistols from the Danish, Swedish, and East German
police, and previously decommissioned Russian, Hungarian and Finnish pistols
have been seized.® The core of the problem is the differences in legislation and reg-
ulations among the various EU member states dealing with the decommissioning



of firearms, on the one hand, and the sale of firearms components and ammuni-
tion, on the other. This allows arms dealers to acquire decommissioned firearms
and firearms components in various EU countries without restrictions. In the past,
large numbers of recommissioned FN, Walther (PP and PPK models), Makarov, FEG
and Tokarev pistols in particular have been seized.?® From 2010 Nagant revolvers,
which appeared to be reactivated in the Netherlands, also drew the attention of the
Dutch police.?”

In recent years, however, the main concern was the illegal flow to the Netherlands
of Slovakian reactivated (largely automatic) firearms, especially CZ vz.58 assault
rifles, which first appeared in 2013. In the first half of 2016 the Dutch police seized
such weapons almost every week. Based on sales data in Slovakia and the illicit
business activities of identified Dutch traffickers, the Dutch police assumed that
criminals had smuggled hundreds and perhaps even more than a thousand reacti-
vated firearms from Slovakia to the Netherlands. Some of these guns have been
used to commit murders in the Netherlands.

Slovakian firearms stores seem now to be concentrating on the sale of so-called
Flobert firearms instead of acoustic firearms, and they seem with this to open up a
new market that gives some legal room for manoeuvre, but equally quickly leads to
illicit trade. Flobert firearms are firearms with a limited fire power (up to 7.5 Joule)
and a small calibre (generally 6 millimetre or 4 millimetre M20) and are freely
obtainable in Slovakia (but also, for example, in Germany). The first Flobert fire-
arms from Slovakia - pistols of the brand /model Walther P99 - were encountered in
the Netherlands in the first months of 2016. It transpired that the firearms did not
comply with the current specifications of a Flobert firearm and were simply original
sharp-shooting firearms. This is again a good example of a part of a law being tight-
ened in one EU country, after which traders simply find another loophole in the law.
If countries are not obliged to adopt equivalent legislation and regulations which
apply throughout the EU, these problems will, it is expected, continue.

2.3.4 Embezzlement

There are very few up-to-date data on embezzlement as a method of leaking legally
owned firearms into the illicit gun market in the Netherlands through corrupt legal
arms dealers or gun owners. The most recent example dated from 2010 and involved
a corrupt Dutch legal arms dealer and a single firearm.?

Other known cases involved foreign firearms dealers who illegally sold large quan-
tities of firearms to the Dutch criminal underworld. In various investigations in the
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period 2003-2008 the Dutch police encountered a total of 203 Glock pistols with
erased serial numbers that originated from a licensed German firearms dealer who
embezzled more than 4,500 firearms (including Glock and Beretta pistols, and
Ruger revolvers) between 2001 and 2006. This dealer made it appear that he had
himself converted the Glocks from lethal 9 mm calibre pistols to 3 mm M20 pistols,
that s, luft energie patrone (LEP, or air pressure cartridge) firearms that can be legally
sold in Germany. In his arms register the firearms were deregistered with the
remark: ‘converted to LEP firearm’; in practice, the weapons disappeared into the
criminal underworld in their original form. The German authorities have since
shut down the company.®°

Another licensed German firearms dealer was caught in 2008 selling weapons to
Dutch nationals who did not have a permit. After an extensive investigation a deliv-
ery was monitored and 15 Glock pistols were confiscated. The police were unable to
establish how many illegal firearms had been traded to the Netherlands via this
route. There were, however, rumours that the Dutch suspects had been in the arms
trade for many years.

A third example concerns a corrupt Belgian arms dealer from Beveren who filed off
the serial numbers of firearms and sold them to customers without a permit. The
dealer was convicted in 2008, but between 2004 and 2006 he sold 779 firearms in
this way, including automatic weapons and riot guns. More than half of these fire-
arms were sold to ‘a Dutchman’ and in the following years the police seized several
of these weapons from Dutch criminals.”

A final example again concerns a legal German firearms dealer operating a shop
close to the Dutch border who ‘sold’ 128 firearms to several non-existent Dutch cus-
tomers. Some of these firearms were later seized from criminals who were involved
in illegal cannabis production in the Netherlands.

2.3.5 Theft

Firearms are also acquired through theft from government stockpiles, private indi-
viduals, licensed firearms dealers and shooting clubs. In 2012 nearly 400,000 fire-
arms were registered as missing in the Schengen countries, around 1,600 of which
were in the Netherlands.” Particularly relevant for the Netherlands is the large
number of weapons disappearances in neighbouring countries (in 2012, 31,000
firearms disappeared in Belgium and 143,000 in Germany), since these firearms
could easily end up in the Dutch criminal underworld.



In the Netherlands, around 300-400 firearms are stolen each year.** Most of these
thefts involve firearms stolen from individual permit holders.? In recent years
some large-scale firearms thefts also took place from legal arms dealers and shoot-
ing clubs in the Netherlands: in the 2012-2015 period there were four instances of
this involving around 20-30 stolen firearms per case.”® After a remarkable case
involving a large number of air force pistols in 2005, no major thefts have taken
place from government stockpiles.*

2.3.6 Smuggling

The smuggling of firearms to the Netherlands traditionally takes place by road with
cars, vans and trucks from or via the neighbouring countries of Belgium and
Germany. Individual shipments of illicit firearms are usually small (less than ten at
a time).*® Large-scale container trafficking has not been detected since 2004. The
Dutch police believe that a few people in the Netherlands import firearms on alarge
scale.’° The few cases that have been discovered each year indicate that these
people have often built up a large and varied firearms arsenal, with handguns,
semi-automatic and automatic firearms, anti-tank weapons, and hand grenades.
Networks of family members or communities abroad play a large role in this kind of
smuggling. The National Threat Assessment 2012 refers to illegal importers with
Turkish and Portuguese connections. The most recent National Threat Assessment
2017 mentions mainly importers with connections with countries such as Poland,
Croatia, Slovakia and (to a lesser extent) the Antilles.*

The police have observed that Dutch criminals have recently been experimenting
with new trafficking methods. It was observed that firearms components were
hidden in large postal parcels sent to various parties in the Netherlands.’*? The
police observe that the practice of ordering firearms via the internet and having
them delivered by postal and courier services has increased considerably since
2012. Both major and petty criminals use this method, according to the National
Threat Assessment 2017. However, there is also considerable uncertainty about the
exact scale: ‘It is unknown how the trade via the internet relates in scale to the
normal face-to-face trade.?

With the growth of firearms sales via the internet several perfectly innocent facili-
tating actors have become more important for the illicit firearms market in the
Netherlands, for example, courier companies. Illegal firearms dealers use these
companies to send packages of firearms anonymously from, for example, the
United States to the final recipient in the Netherlands. The use of courier compa-
nies makes it more difficult for law enforcement agencies to detect these types of
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firearms shipments. A new feature is also the use of so-called straw purchasers in
the United States; that is, US citizens who can legally buy firearms in the United
States, and do so on behalf of criminal firearms dealers in the Netherlands. They
then send the firearms to the Netherlands via courier companies.

2.4 Actorsin the illicit gun market

In many ways the market for illegal firearms is a closed one comprising importers,
buyers and sellers who have often known each other for years.'°* This situation has
recently become less absolute through the emergence of the dark web, where sup-
pliers and buyers who do not know each other can be brought into contact.

In the Netherlands, illegal firearms are mostly sold to criminals. The customers
identified by the police tend to have criminal records involving financial and violent
crimes and are mainly ethnic Dutchmen, followed by people of Moroccan or Turkish
origin.’s The people involved in the illegal sale of firearms in the Netherlands are
virtually always men; the majority were born in the Netherlands and have Dutch
nationality.’*® These men tend to have criminal records, with a relatively large
number of WWM offences. Many criminal groups that trade firearms are also active
in other forms of crime, such as drug trafficking or contract killing in the criminal
underworld.*’

Those involved in the larger cases of illegal sale of firearms are often criminal
members of the commercial traveller community or members of outlawed motor-
cycle gangs. Since 2012 two cases have involved the conviction of motorcycle gang
members for illegal trade in firearms. The first case involved an investigation into
the president of the Satudarah gang in the city of Tilburg. He was convicted of sup-
plying automatic firearms to a new chapter of the gang in the German city of
Duisburg (the weapons were possibly intended for a conflict with a rival gang). The
second case involved the sentencing of the president of the Hells Angels in the
Dutch city of Haarlem to two-and-a-half years in prison in connection with, among
otherthings, an arsenal of firearms that had been uncovered. In recent years various
criminal members of the commercial traveller community have been under serious
investigation for possible links to two large arms dealers and a sizeable arsenal of
firearms that was discovered in 2015 in a garage lock-up in Limburg.’® Finally, the
National Threat Assessment 2017 links ‘criminal groups of Dutch-Antillean or
former Yugoslav origin’ and ‘developed criminal youth groups’ to illegal firearms
sales.?



It seems that buyers of firearms use several supply lines. Within the larger network
of Dutch-Antillean criminal groups, requests for firearms are circulated via mobile
phone messaging. This can also be observed among youths who trade in illegal fire-
arms. WhatsApp and other easy-to-use message systems form a flexible middle
layer of firearms brokers. According to the National Threat Assessment 2017,

there are also groups involved in brokering; the members of these groups
belong to a broader network and form ad hoc coalitions. After importa-
tion, they take care of the further sales of the firearms in the Netherlands.
The group members are able to contact each other easily.*

The National Threat Assessment 2017 also states that ‘firearms are more frequently
leased, particularly by street gangs'.”™ In addition, firearms arsenals have been
uncovered that seem to have come from different supply routes.”> An example of
this is a major discovery of firearms in Nieuwegein. In this case the police and the
Public Prosecutor’s Office found an unprecedented number of weapons and related
materiel in a warehouse: 60 pistols and revolvers, nine hand grenades, 36 auto-
matic weapons and large amounts of ammunition. A dozen bulletproof vests were
also seized.™

2.5 The Netherlands as a transit country for illicit firearms
trafficking

While most of the firearms trafficked to the Netherlands are sold domestically,
some are exported to lucrative markets in other countries, especially the UK and
Ireland. Several examples illustrate this. In 2008 the Amsterdam police discovered
alarge stash of firearms primarily originating from the United States and Germany
that were intended for export to Ireland and the UK by an Irish criminal group that
was suspected of smuggling weapons, drug and cigarettes.”* In 2011 the military
police discovered more than a hundred semi-automatic firearms during a roadside
search of a van. The Hungarian driver claimed he was on his way to deliver firearms
to collectors in the UK. He did not possess the papers necessary for transit and the
firearms had not been decommissioned.”® An interesting related case is that ofa US
citizen in 2007 who had to ‘babysit’ a large quantity of firearms stored in a house in
Amsterdam. He was part of a British criminal group that smuggled cocaine from
Jamaica to the UK and that had been linked to several murders in the latter coun-
try.#¢ It is currently not clear whether the firearms were on route to a more lucrative
market abroad or were to be stored in the Netherlands until they were needed in the
UK. The findings of earlier studies suggest that British criminals have settled in the
Netherlands, partly because the Netherlands acts as a transit and distribution
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country for heroin and because of the UK’s strict enforcement and investigation
policy.*” These criminal links may also play a role in the trafficking of illegal fire-
arms. Recently, a police investigation of supply lines of reactivated firearms from
Slovakia has also revealed connections between Dutch firearms dealers and British
customers.”® There are also reports of a Dutch-based criminal group that makes use
of low-flying light aircraft to ship drugs and firearms to the UK.

Occasionally there are indications of transit to destinations other than the British
Isles. A Europol investigation, for example, revealed a distribution route for fire-
arms from Kosovo via the Netherlands and Denmark to Sweden involving a Dutch
motorcycle gang.* Sometimes the smuggled firearms are also destined for
Southern Europe, for example, to Italy, smuggled by a drug-trafficking group.” In
2007 the National Crime Squad received information about firearms being possibly
trafficked from a military base in Estonia via the harbour of Rotterdam and with the
involvement of the Revolutionary Armed Forces of Colombia (the main Colombian
insurgency group). It involved 25,000 AK-47s and HK-G4-type assault rifles. To
finance the transport of these firearms, batches of cocaine were delivered to the
United States and the Netherlands. Firearms to the value of US$50 million were
apparently exchanged for the cocaine.’®

3. Terrorist access to the illicit gun market
in the Netherlands

Information on the ways in which terrorists in the Netherlands have acquired fire-
arms is scant and fragmented, mainly because only two terrorist attacks have been
committed with firearms in recent decades. The first was on filmmaker, columnist
and director Theo van Gogh on 2 November 2004 by the Muslim extremist
Mohammed Bouyeri. The second was the murder of politician Pim Fortuyn by the
radical left environmental activist Volkert van der Graaf. In addition, in recent years
at least 15 people in the Netherlands have been suspected of planning terrorist
attacks with firearms. In this section we describe these cases based on public court
records supplemented by media reporting of the cases. The court records also
contain information about firearms possession in the Netherlands or about fire-
arms acquisition in or trade to the Netherlands.’? Our analysis of how the terrorists
acquired their firearms will be presented in the final parts of the section.



3.1 Overview of firearms-related terrorist activities
in the Netherlands

3.1.1 Political murders

As stated above, two successful politically motivated murders of high-profile targets
have been carried out in the Netherlands since 2000. On 6 May 2002 the environ-
mental activist Volkert van der Graaf (whom we will call suspect A) shot Pim Fortuyn
dead nine days before the parliamentary elections in which Fortuyn's party (Lijst
Pim Fortuyn) was predicted to achieve a major victory. Van der Graaf saw Pim
Fortuyn ‘as a danger to society’, particularly to ‘vulnerable groups such as Muslims
and people on disability benefits’.’>* He fired five rounds at close range and hit
Fortuyn in his chest, neck and head. The perpetrator had no criminal record and
used a Star Firestar M-43 semi-automatic 9 mm single-action pistol. He carried the
firearm loaded with seven bullets around with him and had previously kept it
hidden in a case in his attic. This case was later found and contained two boxes of
ammunition (25 rounds of S&B, 18 MRP rounds and three other rounds).”” Van der
Graaf stated that he had purchased the firearm in 1997 or 1998 in a bar in Ede to
‘protect himself against farmers who threatened him because of the legal proceed-
ings he was taking against them'.”* Van der Graaf supposedly purchased the ammu-
nition in The Hague and the firearm had traces of DNA on it that could link it to a
robbery committed earlier.”

The second high-profile case was the murder of film-maker, columnist and director
Theo van Gogh. On 2 November 2004 Muslim extremist Mohammed Bouyeri
(suspect B) killed him with seven bullets fired from an HS 2000 pistol. He then cut
Van Gogh's throat with a large machete. Two passers-by were shot at and in an
exchange of fire with the police he shot at eight police officers and threatened three
others by pointing the pistol at them. He then reloaded his pistol with 15 more
rounds.”® After the murder, a great deal of information was revealed about the
many contacts Bouyeri had with members of the so-called Hofstad network, which
had been under AIVD surveillance since 2002 for the possible planning of terrorist
activities (see more about this network below). For example, members of the
Hofstad network had visited him at his home.*®
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3.1.2 Other terrorist activities

Suspects in the so-called Hofstad case.® In the middle of 2002 a group of Muslim
youths in The Hague attracted the attention of the AIVD because their behaviour
was becoming increasingly more radical. An investigation was started into the
group and from the middle of 2003 the AIVD identified more and more indications
that an attack was imminent. In October 2003 the public prosecutor issued arrest
warrants for five members of the group, which from then on was known as the
Hofstad network. Because of lack of solid evidence, four people were released
within two weeks, while the fifth was deported from the Netherlands.’* On 7 June
2004 the AIVD then observed one of the main suspects, Samir Azzouz (suspect C),
scouting the surroundings of the AIVD building. At the end of the month he was
again arrested, this time for possible involvement in an armed robbery - which
could, however, not be proved.? The police did search his house and found items
possibly related to terrorism plans: maps, photos, and drawings of objects, notes
about security-related matters, explosives, two magazines and a silencer for an
automatic firearm, an imitation weapon, soldered electrical circuits, a bullet-proof
vest, a set of night-vision goggles, ammonia, and hydrochloric acid.” The investi-
gation of Samir Azzouz led to Operation Piranha, which is discussed below.! A
second firearm that was discovered and linked to this group was an imitation
weapon that was found in a house raided by the police on 10 November. The casing
of this firearm had on it the mixed DNA profile of three people: the two suspects
who were present in the house and who had been the targets of the raid - Jason
Walters (suspect D) and Ismail Akhnikh (suspect E) - and another person whose
identity we were unable to discover in open sources (suspect F). More important for
the arresting team was the fact that suspects D and E were then in possession of four
hand grenades from the former Yugoslavia, one of which was thrown at members of
the arresting team during the raid.** Finally, it has become known that a loaded
Agram 2000 machine pistol was found on the back seat of the car belonging to the
Hofstad suspects Nouriddin El Fathni (suspect G) and his wife, Soumaya Sahla
(suspect H), when they were stopped on 22 June 2005 at the Lelylaan station in
Amsterdam. This incident was considered by the judge in the case to be ‘separate
from the Hofstad network’, because when this arrest was made the other Hofstad
suspects had already been in custody for several months.s Both suspects G and H
were sentenced by the court on 10 March 2006 and 18 October 2005, respectively,
for complicity in the possession of the Agram 2000.

I Another reason is that in 2003 the AIVD had intercepted a telephone call between suspect Samir
Azzouz and the Moroccan-Spanish terrorism suspect Abdeladim Akoudad, who was suspected of
involvement in the attacks in Casablanca on 16 May 2003. He too was detained in January 2003
with a friend at the border with Ukraine, on his way to Chechnya (De Wijk, 2012).



Suspects in the Piranha case.’*® This case was a follow-up of the Hofstad investigation
and partly concerned the same suspects (suspects C, G and H, together with four
other suspects). Four new suspects make an appearance: Mohammed Chentouf
(suspectI), Mohammed Hamdi (suspect J) and the married couple Lahbib B. (suspect
K) and Hanan S. (suspect L). According to the public prosecutor, all seven suspects
were ‘on one or more occasions in possession of firearms’, including assault rifles.’
Five of them were also suspected of transporting firearms by car to Belgium and The
Hague (suspects G, H, I, K and L) and four of the five (all except suspect I) had prac-
tised their shooting skills ‘near a wood in Amsterdam’ using the AGRAM 2000 with
which suspects G and H had previously been apprehended.”® The Piranha investiga-
tion started in early October 2005 with an official notice from the AIVD. The seven
were suspected of having firm plans for attacks, including attacks on politicians and
the AIVD building in Leidschendam ‘for the hearing of the appeal of Azzouz on 31
October 2005". The AIVD was subsequently able to observe suspect C trying to order
firearms: ten Kalashnikovs, two pistols with silencers and ten belts with five kilo-
grams of explosives that worked on batteries. He was supposed to be phoned by a
supplier in Belgium on 10 October 2005. However, the firearms dealer proved to be
an undercover member of the AIVD: suspect C and the six co-suspects were detained
on 14 October 2005 in The Hague, Almere, Amsterdam and Leiden.”® Two weeks
after that arrest, the National Crime Squad searched their rented house in
Schaarbeek (Brussels). No further firearms were found, but later the police found
firearms and ammunition in the cellar of a block of flats in The Hague with a shared
entrance way where suspect H, the wife of suspect G, lived.**° They were discovered
by chance after torrential rain had flooded the cellar in early September 2006. When
the fire brigade pumped the water out of the cellar they found two plastic bags con-
taining two magazines, 300 bullets, a Smith & Wesson revolver and a Skorpion
vz.61 machine pistol. The Skorpion vz.61 showed ‘a very great similarity’ to a sub-
machine gun that could be seen in the background of a video made by suspect C.**

A Dutch suspect in the Sharia4Belgium case. This suspect was Redouan Akdim
(suspect M), one of three Dutch nationals**2 who were extradited by the Netherlands
to Belgium in the context of the major Sharia4Belgium trial in Belgium.** Together
with other suspects from Belgium, suspect M was thought to have obtained money
and recruited fighters for jihad in Chechnya. The Dutch court that heard the extra-
dition case stated that in Belgium suspect M had been sentenced to eight years
imprisonment and a fine of €11,000 for being one of the leaders of a terrorist group
between 13 January 2010 and 24 November 2010 and for possessing, transporting
and passing on/selling a firearm without a permit.** The report of the ruling con-
tained several further details about the case. It was stated that suspect M was sus-
pected of trading illegal firearms in Antwerp and elsewhere in Belgium between 1
March and 31 March 2010: ‘The illegal arms trade involved at least one firearm and
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was committed together with [name 1], who is also suspected of involvement with a
terrorist organisation.’ In a letter from the Belgian authorities dated 11 January
2011, the following was also stated: “On 6 March 2010, the person claimed was detained
on Dutch territory in a car, in which he was driving with two others. A Ruger firearm, type SP
101, calibre .357 MAGNUM and the associated ammunition was found, which he had
received before this in Belgium from [name 1]. A box of bullets with the label Fiocchi 9 Luger
Palla Blindata Full Metal Jacket was also found in the car.*%

The Winzip case. This case concerns Mohamed Abdiuwahab A. (suspect N), a Dutch
national of Somali origin who returned to the Netherlands in the summer of 2013
after spending six months in Syria.**¢ After his return, the police arrested him in
2014 for a minor offence and placed him in a cell with an undercover officer (whom
we shall call A). He told A about a robbery he wanted to commit. A offered to help
him. Suspect N was then apprehended in May 2015 with three firearms in his posses-
sion: a Pachmayr riot gun with serial number JB70040, a .357 Magnum calibre
revolver and a gas pistol converted to 6.35 mm calibre. He was also illegally in pos-
session of category IIl ammunition: six .38 Special calibre bullets, nine other rounds
of ammunition, one .357 Magnum cartridge, a box with 25 rounds of 6.35 mm bullets
and 30 shotgun cartridges. According to the Public Prosecutor’s Office, he intended
to use the booty from the robbery to finance his terrorist activities. The element that
makes the report of this ruling significant is that it contains several reports of inter-
cepted conversations in which the suspect arranged the purchase of firearms.

A Dutch suspect who was apprehended with a friend in Germany, probably en route to
Syria.*” Mohamed el Atrach (suspect O) caught the attention of the Dutch police
and Security Services because of his brother Abdelkarim el Atrach, who joined the
terrorist movement Jahbat al-Nusra in Aleppo, and because of his connections with
several members of a jihadist network in the Dutch city Arnhem. Suspect O was
apprehended with survival clothing in the summer of 2013 in a car and was sus-
pected of wanting to take this clothing to his and his friends’ brothers in Syria who
were fighting for Jabhat al-Nusra. The suspect apparently wanted to join the group
and was convicted of ‘preparing to participate in an organisation that has the inten-
tion of committing terrorist crimes’. In the report on the ruling it was stated that
several imitation weapon were seized from the suspect: a black pellet gun and cor-
responding pellets, a black plastic pistol and another black ‘imitation weapon'. A
fourth imitation weapon was also seized, but the possession of this weapon was not
prohibited and the judge ruled that it had to be returned to him.

A suspect preparing to go to Syria to participate in jihad.*® Pictures of a man with an
AK-47 in his hands were also discovered on this potential fighter in the Syrian civil
war (suspect P). The firearm was never found and there is no information in the



court records about its acquisition or who owned it. However, it was stated that
the man had sent many text messages via services such as www.paltalk.com,
www.militariagyou.com and www.dumpshop.online.nl. The man was declared not
criminally responsible by reason of mental disorder: ‘The suspect was encouraged
by hallucinations to undertake the terrorist preparatory activities for which he is
charged.

A suspect who was dubbed a ‘recidivist jihadist’ by the Public Prosecution Service and
was detained on 9 October 2015 together with two other Dutch citizens** at the border
between Bulgaria and Turkey, en route to Syria.’® Younes A. (suspect Q) an 18-year-old
man from Almere, was suspected of participating in a criminal organisation with
terrorist intent: he wanted to join ISIS and, among other things, had inflammatory
text messages on devices he owned. He was sentenced to one year in prison, eight
months of which were suspended. The record of the ruling states that various inves-
tigations were started into this suspect in response to official AIVD reports dated
26-10-2012, 25-03-2015 and 30-07-2015, all dealing with his intention to travel to
Syria and participate in jihad. The last-mentioned official report also states that the
suspect had found an arms dealer and that, if his imminent attempt to leave the
country failed, he wanted to ‘do something’ in the Netherlands. This led to a thor-
ough investigation using far-ranging investigative measures, resulting in a new
official report by the AIVD on 17 August 2015 specifically dealing with the firearms
trade. The report states: “In the framework of its legal duties, the AIVD has at its dis-
posal, in addition to the official report issued on 30 July 2015, the following reliable infor-
mation: [suspect] (born on [date of birth] in [place of birth], Iraq) may, via [relevant party]
(born on [date of birth] in [place of birth]), possess or come into possession of the [tele-
phone] number of a person who could help him acquire automatic firearms. The relevant
party apparently spoke to [the relevant party] about this. [The] relevant party considers
such a firearm suitable for executing a ‘lone wolf" action, by himself and /or with others.”

After receipt of this notification extensive investigative resources were deployed. A
police investigator was placed in the immediate vicinity of the suspect and he was
eventually led to a house that was fitted with bugging equipment. The suspect was
finally detained on 9 October 2015, because he was possibly (once again) planning
to leave for Syria or Iraq using a forged passport. The suspect was considered ‘to a
lesser degree criminally responsible by reason of mental disorder’, because he
‘functioned intellectually on the border of developmental disability’.’

Also relevant is the apprehension in 2016 of the French Syrian Anis B., whom the
French public prosecutor suspected of involvement in preparing terrorist attacks.
When he was apprehended, 45 kilograms of ammunition were found in his apart-
ment in Rotterdam, some for assault rifles. The public prosecutor claimed that the
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man had bought this ammunition from Antillean criminals. NCTV Dick Schoof
stated in a Dutch newspaper, ‘I cannot remember such a large arms find connected
to terror ever being made before. A disturbing development.”s

3.2 Firearms acquisition by terrorists

Based on the previous section, we can draw up the following summary of illegal

firearms that were linked to suspects who were convicted in the past 25 years of
(planning) terrorist activities in the Netherlands (see Table 3). Another two suspects

were making enquiries about purchasing firearms: the AIVD discovered that

suspect C tried to order ten Kalashnikov-type assault rifles and two pistols with
silencers (in addition to explosives) and that suspect P made enquiries about the

purchase of an ‘automatic firearm'.

Table 3: Overview of terrorist-related firearms in the Netherlands

Types of firearms discovered
(possession and/or used)

Submachine guns

Number
of
firearms

Number of suspects who had
access to these firearms,
according to court records

Skorpion vz.61

Agram 2000
Pistols

Star Firestar M-43 9 mm single-action
semi-automatic

HS 2000 semi-automatic

Gas pistol converted to 6.35 mm calibre
Revolvers

Smith & Wesson

Ruger SP 101 .357 Magnum

.357 Magnum
Others

Pachmayr riot gun with serial number
JB70040

Imitation weapon/pellet gun

Total number of firearms and separate
suspects

14

15%

* The same suspects had access to several of the weapons.



Although further details about the technical characteristics, physical condition or
origins of these firearms are not available, we can conclude that thisis a broad range
of firearms - from automatic firearms to an imitation weapon - including sub-
machine guns, revolvers, pistols and a converted gas pistol. What further attracts
attention is that both automatic firearms that were encountered were manufac-
tured in Central and South-Eastern Europe: in the Czech Republic (the Skorpion
vz.61) and Croatia (the Agram 2000).

Dutch law enforcement agencies believe that terrorists in the Netherlands acquire
their firearms through contacts in the criminal underworld. In January 2017 the
NCTV stated that ‘Criminals and terrorists are increasingly working together. This
means jihadists can acquire firearms more quickly.” According to him, this inter-
connectivity between the underworld and jihadism is a recent phenomenon: ‘We
saw this much less a few years ago. When Syrian fighters return, they know where
they can acquire items and services.” This could be firearms and explosives, but
also, for example, help with entering or leaving the country unobserved. He
explained the growing collaboration stemming from the criminal pasts of those
involved. Their old relationships remain intact: ‘Trade is trade for criminals. They
don't ask questions.”s* It also emerges from research that many of the male jihad
suspects have criminal records'® and that they sometimes use their time in prison
to contact criminals as possible future suppliers of firearms and explosives.s
Furthermore, witnesses and exhibits suggest that jihadists actively and - occasion-
ally - openly enquire about firearms and explosives. They then let the intended sup-
pliers know that they have connections who could supply them with the finances
needed to purchase firearms.”” Illegal firearms dealers who focus exclusively on
supplying firearms to jihadists in the Netherlands have not been identified.’s®

Based on court records, little can be said about the specific way in which the sus-
pects described above acquired their firearms. Information on this may also be
lacking because investigators focus primarily on the terrorist crimes themselves
and not on the firearm. But several interesting observations arise indirectly, both in
the two murder cases, and also in several cases where the suspects were under AIVD
observation for a longer time, sometimes with the help of informers and under-
cover officers. Firstly, in the Piranha case it appears that the suspects who were
living in Amsterdam also bought their firearms there.’® Secondly, also in this case,
it is clear that the firearms circulated around the entire group of seven people and
were also regularly moved from place to place. All the individuals in this closely
knit network could quickly gain access to firearms. These firearms were simply
transported in the boot of a car and not much effort was made to conceal them.
Thirdly, particularly the Winzip case, which involved a Dutch citizen from Delft of
Somali origin who went to Syria (suspect N), demonstrates how easily this man
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moved in both criminal and jihadist circles. It is possible that he sold illegal fire-
arms to both fellow criminals and fellow jihadists. In the transcribed wiretapping
reports he emerges as being able to supply all types of firearms very quickly because
of his existing contacts in criminal circles. In 2014, for example, he said to an
informer: “that he had once with a boy collected several firearms in Utrecht Parkwijk
with a bag of bullets. That there was also a shotgun. That the firearms were not new but
for his own use but that he could sell them to [undercover agent] A-2154 if he had money
with him. Then he [the suspect] said that he could arrange two new Glocks with a lot of
bullets for 3,000 euros each. Later [the suspect] said that if they were not new he could
arrange something for 2,200 euros each. [The suspect] said that he could in any case give
A-2154 a Ladykiller 6.5 so that he had something and that he could arrange more.”®°

And he said (also in 2014) to two undercover officers who had said that they needed
firearms: “’if you need me I can help you’ or words to a similar effect. We asked him what
do you mean by helping. To this we heard him say that he could help us with two new
Berettas. We then asked him when he could deliver them to us. He said, in two or three
days ... We asked him whether he could deliver sooner. He then replied that he could
supply a shotgun in three hours. ... We asked him all sorts of questions about how quickly
he could deliver and the size of the firearm. We saw that he indicated with his hands a
size of around 60 centimetres. He said that he had something else, namely a 6 mm
firearm, a Ladykiller. | [undercover agent A-2158] asked whether the firearm had been
used. He answered that this was a very new one. You could easily kill somebody with it.
He also said that he had an imitation weapon that looked like a real firearm. ... We then
asked him when he could deliver the firearms to us, he answered that he could deliver
tomorrow around 12.00 noon or 1.00 p.m., together with a whole lot of bullets. ... He told
us that that would cost 500 to 600 euros. We asked him whether he could deliver this
evening. He answered that it was dangerous to drive around with those things in the car
in the evening. Then he said it could be delivered tomorrow around 12.00 noon to 1.00
p.m. ... ‘For the Berettas I have to speak to someone, perhaps it will take 1 day before I
have them. And you must phone me tomorrow at 10.00 a.m. about the Ladykiller and the

1

shotgun. We can then perhaps meet up between 12 and 1.

The suspect and the two undercover agents subsequently met each other again in
2015:

During the drive, I [undercover agent A-2158] asked how much experience
[the suspect] had with firearms. [The suspect] said that he had a lot of
experience with Kalashnikovs. ... I [A-2154] asked him whether he wanted
to go along this evening, because this was, after all, a robbery. [The suspect]
said to us, ‘yes, I know what we're doing, brother’ ... I [A-2158] asked [the
suspect] whether he had any problems about doing things with firearms



and possibly using them. To this [the suspect] said ‘no, of course not. I can
arrange and organise a lot for you'.**

Additionally, there is unconfirmed information in one case that criminal suppliers
who were involved in trading drugs wanted to expand their activities by selling fire-
arms to terrorists. This refers to a criminal group of Dutch nationals and Yugo-
slavians.’*® The core actors were Yugoslavian brothers who had emigrated from
Albania and the former Yugoslavia to the Netherlands. They worked as doormen,
started cannabis plantations and later also became active in the trade in cocaine,
ecstasy and firearms. A car tyre centre was used for money laundering, as a meeting
place and to conceal cocaine in tyres. Firearms were also stored and traded.** The
available information does not reveal for which terrorists the firearms were
intended (in the Netherlands or abroad, jihadists or others), but the criminals con-
cerned explicitly mentioned terrorists as potential buyers of their weapons.

Supplementary to this, it has become known that the firearm used by suspect B to
murder Theo van Gogh originated from a large batch of firearms that were stolen in
Zagreb, Croatia, in 2000."* Most of these firearms ended up in the hands of crimi-
nals across Europe and suspect B probably also acquired his firearm from an illegal
arms dealer in the criminal underworld.*s

Finally, in the Pim Fortuyn murder case, the suspect (suspect A) stated that he had
bought the firearm illegally in a café in Ede, a municipality in the Netherlands with
around 110,000 inhabitants. He probably felt reasonably at home there, since he
had worked in the vicinity (in Wageningen). The firearm was in the lower regions in
terms of both price and quality. It was categorised as the ‘Lada” among firearms in
the documentary A Democracy in Shock.'*® The suspect probably paid around €150
forit, claimed an firearms dealer who appeared as an expert witness in high-profile
court cases.’” The scenario seems conceivable that the customer did not want to
pay a lot of money for it: it was not a top-quality firearm and was tainted, since it
had been used previously in a robbery and could be traced. According to the fire-
arms dealer, the suspect could have probably acquired the firearm through his own
activist contacts. The expert indicated that in illegal circles ‘they are very reluctant
to supply a firearm to somebody outside those circles’. The expert thought it more
likely to have come ‘from the circles around the Basque terrorist movement ETA
[Euskadi Ta Askatasuna]. After all, the Firestar is the service pistol of the Guardia
Civil, the Spanish state police.”*® The Spanish company Star Bonifacio Echeverria
SA produced these firearms until 1994. The company went bankrupt, after which
large numbers of Spanish police officers started to sell their own firearms to legal

| The Lada was a Russian-made car with a very poor reputation in terms of its quality and reliability.
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arms traders.’® The precise nature of the link between legal dealers and the illegal
market in the Netherlands is not clear. On July 2002, however, a Dutch newspaper
stated that “the firearm used to murder Fortuyn probably originated from a shipment
that was smuggled from Spain to Belgium, and intended for the illegal market. In col-
laboration with other information and security services, including those of Spain and
Belgium, it is being investigated whether the ‘Star Firestar” had possibly been used previ-
ously in one of those two countries.””

Despite a possible connection between ETA and the environmental activist who
killed Fortuyn, there is no evidence that terrorists with differing ideologies transfer
firearms to one another.

4. Conclusions

The firearms available on the Dutch illegal market seem to be mainly supplied to
criminals in the Netherlands itself. The availability of assault rifles has increased in
recent years, although it remains to be seen whether this is a temporary phenome-
non because of the ‘Slovakian route’, which has now been closed, or the result of
increased demand in the criminal underworld. The market for the main types of
firearms used by criminals - pistols and revolvers - seems to be stable, because no
price fluctuations have occurred.

Apart from being sold on the Dutch market, illicit firearms are almost certainly also
routed to other countries via the Netherlands, particularly to Ireland and the UK.
The Netherlands does not manufacture firearms and illegal arms dealers must
therefore smuggle the weapons into the country, steal them from licensed owners
or buy them from other illicit dealers. Firearms originating from illegal domestic
production are seldom encountered.

In recent years, five important observations can be made with regard to the sources
of the weapons on the Dutch Illicit firearms market. Firstly, like many other EU
member states, the Netherlands has experienced increasing problems with fire-
arms that have been introduced into the illegal market through the process of recy-
cling - especially reactivated firearms coming from Slovakia. Secondly, the market
for converted gas and alarm pistols remains substantial, and particularly converted
alarm pistols of Turkish manufacture have recently turned up in relatively large
numbers. A new development is the emergence of Dutch ‘converters’, while previ-
ously almost all converted pistols were brought in from abroad. Thirdly, the rela-
tively new phenomenon has arisen of acquiring firearms by ordering parts from



online shops or on the ‘dark web’ and then assembling them into complete fire-
arms. Because of differences in legal requirements among the various EU member
states (but also between EU member states and the United States), a single part can
usually be bought without a permit in at least one country and then be sent to the
end user by post. For the time being, mainly firearms enthusiasts living in various
countries who have extensive knowledge of national differences in legislation, who
know each other from weapons fairs, and who stay in contact via closed online cha-
trooms seem to be involved in ordering and exchanging firearms parts. Fourthly,
since 2012 a new self-built firearm has been encountered in the Netherlands: the
‘R9 Arms’ sub-machine gun, which is probably of Croatian manufacture. Fifthly,
thefts from licensed owners, firearms dealers and military stockpiles have been
consistent sources of supplies for the illegal firearms market: in 2012 around 1,600
firearms were registered in the Netherlands as missing and annually around
300-400 new firearms thefts are reported.

Illegal firearms seized in the Netherlands mainly originate from Germany and
Belgium, as well as from the western Balkans. A relatively small group of firearms
dealers import various types of firearms into the Netherlands, many of whom have
been active for years and know each other directly or indirectly. Those who import
firearms from countries such as Poland, Croatia and Slovakia have usually migrated to
the Netherlands and use family members and friends who still live in their countries
of origin to acquire firearms. It often remains unclear how a firearm is eventually sold
to an end user. In investigations, people living in trailer parks, members of outlawed
motorcycle gangs, criminal groups of Antillean or former-Yugoslavian origins, and
criminal youth groups have been linked to the domestic illegal sale of firearms. Some
youth gangs trade converted gas and alarm pistols and carry out contract killings.

Two terrorist attacks in the Netherlands in the past 25 years (1991-2017) were com-
mitted with firearms (the politically motivated murders of Pim Fortuyn in 2002 and
of Theo van Gogh in 2004). In addition, Dutch law enforcement agencies have
arrested (and often jailed) at least 15 other terror suspects who possessed illegal fire-
arms or came close to acquiring them. The suspects possessed a broad range of
illegal firearms - from automatic firearms to imitation weapons - including not
only sub-machine guns, but also revolvers and pistols, and a converted gas pistol.
Terrorists in the Netherlands are believed to acquire their firearms through their
own (often previous) criminal connections. Illegal firearms dealers who focus
exclusively on supplying firearms to jihadists in the Netherlands have not been
observed. The police suspect that interconnectivity and collaboration between
criminals and jihadists have increased in recent years, which means that the acqui-
sition of firearms has become simpler and thus also quicker for terrorists. Based on
particular cases, observations about the acquisition of firearms are as follows: that
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firearms are acquired close to the place where the suspects live or in a social envi-
ronment that they know; that firearms circulate within groups of like-minded indi-
viduals and are then regularly moved from place to place; that firearms are trans-
ported in the boot of a car or in a van and not much effort is made to conceal them;
and that there are people who deal in firearms and move equally easily in criminal
and jihadist circles.

Because of the threat and (potential) impact of possible terrorist attacks with fire-
arms, but also based on concerns about the increasing use of automatic firearms by
criminals in the Netherlands, national policy to tackle illegal firearms has been
upgraded since 2015. In the past two years the number of criminal investigations
and seizures of caches of firearms have increased. In the future the police intend to
focus their efforts on four fronts in order to reduce the number of assault rifles avail-
able in the criminal underworld; reduce the flow of illegal firearms that come to the
Netherlands from the western Balkans; combat the online acquisition of firearms
and firearms components (and their dispatch via the postal service); and improve
monitoring of the access to firearms of people with a criminal profile or who form
part of a criminal network, focusing on radicalised people or those in the process of
being radicalised. The national prevention policy to limit the acquisition of illegal
firearms or the trade in firearms for terrorist purposes has intensified since 2005.

The Dutch police have increasingly participated in international investigations (e.g.
in a JIT) and focused on increasing their cooperation with other countries’ law
enforcement agencies. Of crucial importance is the strengthening of the network
of police liaison officers stationed in or near the western Balkans countries
(Albania, Serbia, Kosovo, Macedonia, Bosnia-Herzegovina and Croatia). Collabora-
tion with international actors such as Europol, Interpol and Eurojust is mainly
characterised by the participation of Dutch firearms experts in relevant interna-
tional consultations.

Recently the Dutch minister of safety and justice made combating the trafficking of
and trade in illegal firearms a priority of the country’s law enforcement agencies.
The authorities struggle with the fact that in the Netherlands illegal firearms con-
stitute a relatively small criminal market (when compared to drugs, for instance)
and suppliers are often mainly involved in other types of crimes. Threat assess-
ments should, however, emphasise the impact of the damage that a criminal or ter-
rorist can potentially inflict with even a single automatic rifle, instead of focusing
on numbers only. Every firearm in the hands of a determined perpetrator of vio-
lence constitutes a national threat and this alone should suffice to guarantee that
the fight against the illegal firearms market will remain a law enforcement priority.
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